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ABSTRACT

Establishing an effective system of measures to uphold information security within the management framework of edu-
cational institutions hinges on a clearly defined purpose and vision. The core mission underlying information security
measures implemented by an institution’s leadership stems from the need to safeguard informational resources, so
once this foundational objective is established, a holistic system of security measures can be methodically constructed
and deployed in service of the organization’s mission and long-term vision. However, ensuring the successful execu-
tion of this system is a responsibility that transcends just institution management, it requires accountability and buy-in
from all stakeholders. Administrators, faculty, staff, and students alike must collectively embrace their respective roles
in upholding the information security protocols. Then, fostering an ingrained culture of information security awareness,
coupled with judicious risk assessment, deployment of technical safeguards, end-user training, and continual process
evaluation are all vital components. Considering the above, this research discussed the most important elements of the
system of measures related to ensuring information security in the management of educational institutions.

Keywords: Information security, Effective control, Measures system.

RESUMEN

Establecer un sistema eficaz de medidas para mantener la seguridad de la informaciéon dentro del marco de gestion
de las instituciones educativas depende de un propésito y una vision claramente definidos. La misién central que
subyace a las medidas de seguridad de la informaciéon implementadas por el liderazgo de una institucion surge de
la necesidad de salvaguardar los recursos de informacion, por lo que una vez que se establece este objetivo funda-
mental, se puede construir € implementar metédicamente un sistema holistico de medidas de seguridad al servicio de
la misién de la organizacion y su largo plazo. vision del término. Sin embargo, garantizar la ejecucion exitosa de este
sistema es una responsabilidad que trasciende la mera gestion institucional: requiere rendicion de cuentas y acep-
tacion de todas las partes interesadas. Tanto los administradores, profesores, personal y estudiantes deben asumir
colectivamente sus respectivos roles en el mantenimiento de los protocolos de seguridad de la informacién. Luego,
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fomentar una cultura arraigada de concientizacion sobre
la seguridad de la informacion, junto con una evaluacion
juiciosa de los riesgos, el despliegue de salvaguardias
técnicas, la capacitacion del usuario final y la evaluacion
continua de los procesos, son todos componentes vita-
les. Considerando lo anterior, en esta investigacion se
discuten los elementos mas importantes del sistema de
medidas relacionadas con garantizar la seguridad de la
informacion en la gestion de las instituciones educativas.

Palabras claves: seguridad de la informacién, control
efectivo, sistema de medidas.

INTRODUCTION

Information security (IS) refers to the tools, processes,
and protocols used to protect all forms of information ty-
pes from unauthorized access, usage, disclosure, disrup-
tion, alteration, or deletion. Information security is a broad
domain encompassing diverse facets such as policy esta-
blishment, network and infrastructure security, testing, au-
diting, and more (Cardenas-Solano et al., 2016; Lundgren
& Moller, 2019). In general, the fundamental components
of information security encompass: (1) ensuring that in-
formation remains accessible solely to authorized indivi-
duals (confidentiality); (2) preserving the accuracy and
dependability of information and systems (integrity); and
(8) guaranteeing that information and systems are usable
and accessible as required (availability). Frequently, the
terms “information security” and “cybersecurity” are used
interchangeably, although they bear distinct meanings.
IS represents a pivotal aspect of cybersecurity, focusing
primarily on data security, whereas cybersecurity encom-
passes a broader spectrum of security measures, inclu-
ding IS. Therefore, IS constitutes an essential component
of cybersecurity, concentrating specifically on the secu-
rity of data (Taherdoost, 2022; von Solms & van Niekerk,
2013). In general, information security plays an outstan-
ding role in safeguarding an organization’s critical infor-
mation, which includes digital files, physical documents,
media, and even verbal communications. Considering the
escalating reliance on digital information, companies are
making significant investments in information security te-
chnologies, as well as skilled personnel, to mitigate secu-
rity risks and safeguard sensitive enterprise information
against misuse, unauthorized entry, disruption, or deletion
(Corallo et al., 2022; Kritzinger & Smith, 2008).

Educational institutions are not the exception, since IS
holds significant relevance across various critical as-
pects of their operations. For example, these institutions
accumulate a lot of sensitive data concerning their stu-
dents, including personal details, academic records,

and sometimes financial information. Robust information
security measures are then necessary to safeguard this
data from unauthorized access, misuse, or theft, thereby
upholding the privacy and rights of students within the
institution’s care. Moreover, maintaining the integrity of
academic records and assessments is pivotal in educa-
tional settings. Information security is necessary to pre-
serve the accuracy and credibility of these records. This
ensures that academic achievements remain unaltered
and trustworthy, fostering an environment of academic
honesty and fairness. In addition, information security
becomes even more critical for institutions engaged in
research activities. Research often involves handling sen-
sitive data, intellectual property, and confidential findings.
Therefore, ensuring robust information security protects
these assets, creating an adequate environment for in-
novative research without the fear of data compromise or
intellectual property theft (Hina & Dominic, 2020; Siponen
et al., 2014).

It is important to highlight that information security is in-
dispensable in the growing adoption of online learning
platforms and digital resources. Safeguarding these plat-
forms from cyber threats ensures the confidentiality and
availability of educational materials. This, in turn, guaran-
tees uninterrupted learning experiences for students and
faculty, fostering a seamless transition to digital learning
environments. Beyond regulatory requirements, maintai-
ning a strong security posture significantly contributes to
preserving the institutional reputation. Information securi-
ty breaches can have far-reaching effects on public trust
and perception. Demonstrating a commitment to protec-
ting student interests, faculty research, and institutional
integrity through robust security measures helps uphold
the institution’s standing within the community (Hui et al.,
2023).

The topic of Information Security and its relation/applica-
tion with educational institutions has been well addressed.
For example, Cheung (2014) and Rehman et al. (2013)
both emphasize the need for a comprehensive informa-
tion security management system, with Cheung identifying
eight key control areas and Rehman providing a general
framework for implementation. Custer (2010) underscores
the necessity of an institutional security program based
on risk assessment and clear governance. Various stu-
dies have explored compliance with information security
policies in higher education institutions, emphasizing the
influence of institutional governance on protection moti-
vation and information security policy compliance (Hina
& Dominic, 2020). Additionally, research has shown that
organizational information security climate and social
bonding play a significant role in enhancing information
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security policy compliance among healthcare profes-
sionals, such as nurses (Dong et al., 2021). Effective in-
formation security management frameworks and stra-
tegies are essential for higher education institutions to
safeguard their information assets from security threats
(Merchan-Lima et al., 2021). These frameworks are ba-
sed on standards such as ISO 27000, COBIT, ITIL, NIST,
and EDUCAUSE, providing a strategic reference for the
development and implementation of information security
management practices.

Furthermore, the use of blockchain technology and loT-
edge frameworks has been proposed to enhance the
sharing of healthcare services while addressing concerns
about data privacy and security (EIRahman & Alluhaidan,
2021; Zhang & Lin, 2018). In the context of digitalization
and the increasing vulnerability of individuals in the infor-
mation field, there is a need for a systematic approach
to personal information security to protect individuals in
the digital economy and digital management (Puinko &
Tolkacheva, 2021). Additionally, the development of pos-
tquantum public-key searchable encryption schemes on
a blockchain has been suggested to ensure the security
of information and prevent key leakage (Xu et al., 2022).

Overall, research in the field of information security for
educational institutions highlights the importance of
implementing robust information security policies, fra-
meworks, and technologies to mitigate security risks and
protect sensitive data in academic settings. Collaboration
between academia, industry, and government institutions
is crucial to address evolving security threats and ensure
the confidentiality, integrity, and availability of information
systems in educational environments. Considering the
above, the objective of this work is to briefly discuss the
most important elements of the system of measures rela-
ted to ensuring information security in the management of
educational institutions.

DEVELOPMENT

Thanks to information technologies, which have reached
the highest level of development thanks to scientific and
technical progress, the world is almost located in the palm
of our hands, and any information circulates in a matter
of seconds due to these technologies. It has entered our
lives and enchanted us in such a way that we can hardly
imagine that such high development is working against
us at such a critical moment. Perhaps, most of us are so
addicted to IT that we either cannot see its consequen-
ces or we are unable to understand the danger of any
applied innovation for humanity. If we go back for a mo-
ment and think about the people who are still suffering
from the tragedy that the atomic test brought to humanity,

we will witness that after the tragedy, it is either impossible
to eliminate the consequences, or it has left deep traces
in our lives. From this point of view, the high development
of information technologies has already created a similar
situation along with its benefits:

...maintained as a result of the rapid development and
wide spread of personal computers, geographically dis-
tributed computer systems and networks, information and
network resources intended for general use, in all fields
of activity, ensuring the security of processed and trans-
mitted information has become a very serious issue. (von
Solms & von Solms, 2004).

This requires the implementation of a system of measures
to ensure information security, especially in educational
institutions. Information security has made it necessary to
establish good management practices consisting of poli-
cies and controls for the effective application of informa-
tion security to protect the educational institution’s infor-
mation and protect it from any unauthorized access to the
system, disclosure, and destruction. The Internet provides
equal service to any user, even hackers, criminals, and
people with negative intentions, and today hacker attacks,
interceptions, information warfare, viruses, etc. are threats
that can delete and destroy all the data of the educational
institution at once.

When building a system of measures to ensure the infor-
mation security of the educational institution, the heads of
the educational institution should first understand the con-
cepts of information security, the characteristics of compu-
ter systems and networks in terms of security, the places
and weaknesses of information leaks from the systems,
and the main directions for ensuring information security.
The important elements for building a system of measures
in this direction should be determined. Determining the
area of control in the system of measures should not esca-
pe the manager’s attention. Dana DesPlanques proposed
an information security policy framework and noted its two
directions. He suggested first reviewing the institution’s
existing policies and conducting a risk assessment. Then,
after analyzing the initial stage, he proposed a compre-
hensive information security policy, procedures, and gui-
delines for preventing threats (Gasimov, 2009). The study
notes that eight areas of information security control have
been identified. These include areas such as information
asset control, personnel control, physical control, access
control, communication control, operational control, in-
formation system control, incident management, and bu-
siness continuity. Developing a governance framework
for establishing policies and implementing information
security controls is also an important element. Experts
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recommend maintaining the right balance between tech-
nical capabilities, flexibility, and management efficiency.

We consider it important to determine the purpose and
vision of the process by examining the procedures for
establishing a system of measures related to ensuring
information security. The system of measures to be imple-
mented by the management of the educational institution
to ensure information security depends first on the goal
and vision, and then on the implementation of the mission,
i.e., tasks. As a rule, the goal of information security in all
educational institutions, both higher and general educa-
tion, is the protection of information resources, and the
development of an algorithm for the prevention of threats
and illegal actions against these resources. When taking
security measures, the focus should be on the prevention
of the main threats, such as disclosure, dissemination,
leakage of information, illegal and unauthorized access to
confidential information sources, and the implementation
of copyright protection procedures. After that, organiza-
tional-technical actions and other measures of information
security can be planned.

Before planning, it is necessary to classify mechanisms
taking into account the nature and types of protection ob-
jects. This classification takes into account the educatio-
nal institution’s scope, territory, object type, methods of
combating threats, and legal, organizational, engineering,
and technical types of measures used. This series also
includes separate elements of the territorial circle of the
educational building, equipment, and technical systems,
personnel, material and technical base, financial and in-
formation resources, and measures to eliminate threats.
The research shows that the protection of information se-
curity and the creation of a system involves the systematic
planning and implementation of measures. This system
includes:

- Preventive measures and preventive works aimed at
preempting the possibility of dangers and threats.

- Measures to limit or prevent the occurrence of hazards.

- Detection measures to prevent threats and criminal at-
tacks or dirty acts.

- Measures related to the localization of threats and dan-
gers.

- Measures to eliminate threats, dangers, or criminal
acts.

Taking these directions into account, we believe that all
businesses using the Internet, and all institutions, es-
pecially educational institutions, face more threats than

groups using IT. Academic educational institutions use di-
gital data to perform educational functions (DesPlanques,
2005). Therefore, they face unique information security
threats such as data theft, malware infections, comput-
er hacking, infiltration by other entities through their net-
works, website defacement, unauthorized use of internet
bandwidth, etc. With the number of viruses, worms, tro-
jans, hackers, phishers, and social engineers increasing
day by day, it is almost impossible to stay safe on the
Internet. Sangkyun and Choon proposed a framework for
information systems security that emphasizes the design
of information security controls, provides steps and tools
for planning, and aligns security strategy with other strat-
egies (Nizami et al., 2023).

Experiences show that it is impossible to prevent threats
that are increasing like moths with only one institution, and
the list of measures should be increased, and new mod-
els of anti-measures against threats should be developed.
The head of each educational institution should first hire
specialists in the field of information security, realizing their
responsibility and accountability. Otherwise, IT provision
is not possible: “For this purpose, important new roles are
proposed, because the normal hierarchical system of the
academic institution is not enough for the effective and ef-
ficient management of exceptions (in terms of information
security)” (Bhilare et al., 2008). It is true that if the educa-
tional institution has limited financial resources, it can cre-
ate IT security by training the existing staff and supporting
personal and professional development. However, this
does not seem to be very useful in ensuring a sustainable
process. Every manager who understands the responsi-
bility of their work and assesses the risk should work with
good specialists share the responsibility with them and
implement important measures. These measures include:

- Provide tactical and strategic planning, development,
evaluation, and coordination of IT systems.

- Facilitate communication between staff, management,
and other technology resources within the enterprise.

- Design, implement, and evaluate systems that support
end users in the productive use of computer hardware
and software.

- Develop information security policies, procedures, and
guidelines for the educational institution.

- Organize monitoring to detect security violations relat-
ed to the educational institution’s information security
policies.

- Manage response to information security incidents.
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- Develop appropriate security solutions.

Every manager who understands the responsibility of their
work and assesses the risk should work with good specia-
lists and share the responsibility with them and implement
these important measures.

Then, as part of our revision on the topic, we would like
to note that threats to information security can never be
eliminated, but it is possible to provide comprehensive
protection to prevent security breaches. It is possible to
prevent threats by developing and implementing a system
of measures related to ensuring information security in the
management of educational institutions using local and in-
ternational experiences, and this depends very much on
the responsibility and accountability of each person.

CONCLUSIONS

Ensuring robust information security for educational insti-
tutions necessitates a comprehensive approach integra-
ting scientific innovations with practical measures. From
a theoretical perspective, a holistic information securi-
ty framework requires thoroughly analyzing threats and
risks, determining optimal protection measures, utilizing
automated monitoring to detect incursions, regulating en-
cryption/decryption of sensitive data, and defining user
access controls. Implementing technical solutions like
anti-virus/malware programs, training personnel and stu-
dents on security principles, and ensuring compliance
with relevant policies and legislation are moreover essen-
tial underpinnings. Practically speaking, effective infor-
mation security serves to protect confidential institutional
data on students, academic records, curricula, and more
through robust encryption and access management. A
secure information infrastructure enhances the efficacy
of core educational processes, affording administrators
the ability to independently and securely manage critical
data assets. Ultimately, fortifying information security de-
mands a strategic, multi-layered approach synergizing
pioneering technologies, rigorous theory, and pragmatic
protective applications tailored to the needs of schools
and universities.

Proactive investment in these innovations and best prac-
tices is crucial for educational institutions to remain resi-
lient against the perpetually evolving landscape of cyber
threats. In this regard, a key innovative frontier involves le-
veraging artificial intelligence and machine learning appli-
cations to analyze and identify threats, implement additio-
nal protective safeguards, and more effectively manage
potential risks. Intelligent monitoring systems with advan-
ced filtering, analysis, and automated adjustment of coun-
termeasures represent another critical innovation.
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