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ABSTRACT

Cloud computing is an electronic service provided through legal transactions conducted by modern digital means, allowing
for a quick and easy transition from pre-contracting to post-contracting stages, although it is in fact a legal contract. Howe-
ver, in the United Arab Emirates, the legislator has not adequately addressed the legal regulation for the conclusion of cloud
contracts, leading to various legal problems that require specific solutions. The aim of this study is to specify the concept
and nature of the contractual relationship between the parties of cloud contracts, identify the problems facing the conclusion
process of cloud contracts, and suggest necessary solutions to create a legal regulation for this type of digital contracts. As
a result, it is recommended to regularize cloud contracts as a new type and a new contract form of electronic contracts and
to adapt them as special type contract agreements to protect users. Measures must be taken to identify and address current
problems and create a legal framework that specifies the legal nature of cloud contracts and their effects on the rights and
obligations of the involved parties.

Keywords: Legal Problems, Cloud Computing, Contracts
RESUMEN

La computacion en nube es un servicio electronico que se presta a través de transacciones legales realizadas por medios
digitales modernos, lo que permite una transicion rapida y sencilla de las fases previas a la contratacion a las posteriores,
aunque de hecho se trata de un contrato legal. Sin embargo, en los Emiratos Arabes Unidos, el legislador no ha abordado
adecuadamente la regulacion juridica de la celebracion de contratos en nube, lo que ha dado lugar a diversos problemas
juridicos que requieren soluciones especificas. El objetivo de este estudio es especificar el concepto y la naturaleza de la
relacion contractual entre las partes de los contratos en nube, identificar los problemas a los que se enfrenta el proceso de
conclusion de los contratos en nube y sugerir las soluciones necesarias para crear una regulacion legal para este tipo de
contratos digitales. Como resultado, se recomienda regularizar los contratos en la nube como un nuevo tipo y una nueva
forma contractual de contratos electrénicos y adaptarlos como acuerdos contractuales de tipo especial para proteger a los
usuarios. Deben tomarse medidas para identificar y abordar los problemas actuales y crear un marco juridico que especifi-
que la naturaleza juridica de los contratos en nube y sus efectos sobre los derechos y obligaciones de las partes implicadas.

Palabras clave: Problemas legales, Computacion en la nube, Contratos.
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INTRODUCTION

The Cloud computing service has spread to a wide com-
mercial scale in our work lives and extended to cover
several electronic services such as data processing and
storing, e-presentation of products, making deals and ex-
change of trade and cultural services and information.

The Cloud computing is an on-demand self-service fea-
tured with flexibility and speed. It reaches the end-user
via multi-services network (Mell & Grance, 2009, p. 2). It
is also accessible via multiple platforms such mobile pho-
nes and computers. The Cloud computing is modern con-
cept designed to make use of memories and computing
capabilities of the worldwide computers and servers and
interconnect the same through this network. The cloud
computing provides on demand adequate storage ca-
pacity without the need for infrastructure of high material
cost.

The Cloud Computing is a variety of services offered by
the service providers to the end users via the internet net-
work with the aim of exploiting the superior capabilities
and potentials of the service provider without the need to
buy expensive hardware to perform the same functions.

The Cloud Computing is defined by US National Institute of
Standards and Technology (NIST) as (an effective means
for storing data in special servers accessible on demand
via the internet network and used as an efficient tool of
interface between the end user and the service provider.

The uUs National Institute of Standards
and Technology (NIST) defines
the Cloud computing as a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks, ser-
vers, storage, applications, and services) that can be ra-
pidly provisioned and released with minimal management
effort or service provider interaction)

As per the above definition, the Cloud computing is dee-
med as one of most sophisticated techniques based on
authentication (of password/user name) that enables sha-
ring of defined and specified data simultaneously by a
variety of end users who are spontaneously processing
their files as long as they have access to the website and
engaging others in using and sharing in the same data
as long as long as they were able to communicate online,
with permission they were allowed in advance to access
these data.

The cloud computing is also defined as a new means for
dissemination of computing technology to provide the end
users with capability of access to the same, store and save
such data via the internet network. The cloud itself is a

network of data centres each one comprises of thousands
of computers working together. The program functions of
this system may be performed on personal computers
or businesses by enabling the end users to have access
to various internet platforms, applications and online e-
services) Jeffrey & Andrew 2011). Technically the cloud
computing is concerned with the management of the new
technologies, development and promotion of applications
as well as personal and corporate applications, capabili-
ties of servers and storing.

The Report of expert group to the European Communities
Committee (Expert Group Report 2010) define the cloud
computing as a hypothetical situation that can be easily
dealt with technically. It conceals the technical complexi-
ties of the communication process. It displays for the end
user the area of existence and presentation without the
need that such end user should possess the required te-
chnical knowledge or should employ computer specialists
to possess the necessary capability to store or interact
on-line.

We believe that all above-mentioned definitions, despi-
te their similarity, differently and accurately describe the
functions of the cloud computing. It is a common service
provided via links with the service provider. It is technically
used in all scientific, entertainment and social issues. This
matter, however, has not been adequately regulated from
the legal standpoint.

The above description reflect the fact that the cloud com-
puting differs from what are known as the cloud services.
The former is the base of IT that form the cloud, its area,
techniques made available to the end user. On other hand
the clod services are multimedia services accessed by
the end user via the cloud computing technology provided
by third parties. It is accessed via global access network.
Thus, it is difficult to define the cloud computing contracts
as an electronic record or document owing to the different
nature of each. The electronic record or document is defi-
ned under the Article (1) of the Federal Law No. 1 of 2006
on Electronic Commerce and Transactions as “a record
or document that is created, stored, generated, copied,
sent, communicated or received by electronic means, on
a tangible medium or any other electronic medium and
is retrievable in perceivable form”. The end user acces-
ses cloud computing service via electronic applications
and sends/receives e-mails via his/her account on Yahoo
or Hotmail and gets readymade cloud computing servi-
ce where his/her messages are stored in electronic cloud
supported by systems of servers, networks and separated
from the systems and sizes of his/her personal computer
(Trabi, 2018). Thus, dealing in such systems and data sto-
ring shall be made in the space. This is the subject of our
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study in legal terms. From the scope pf this study, we ex-
clude the electronic application of the hard discs such as
outlook application which provides storing space for the
cloud computing in the hard disc of specified computer
which cannot be reused or accessed unless by the same
computer in which it has been stored.

The Cloud Computing has many advantages over the ca-
pabilities of the traditional computers as regards to the
storing for private individuals as well as most medium
and small companies in the world. Those categories may
extend their capacities to store and display data and
develop their electronic tools employed mostly for com-
mercial purposes by using facilities of servers provided
by the cloud computing providers to end user to enable
him/her to access the resources and tools of technology
information without the need to be familiar with relevant
specialized technology or provide large size infrastructu-
re for storing (Schick, 2008). The cloud computing user
may access thorough such facilities to his/her data and
application from any location where the internet service
is available at the lowest possible cost. There is no need
to buy more software, hardware or license to continuously
obtain the necessary updates and improvement for such
applications and software Compatible with most devices
and operating systems.

However, that does not mean that the cloud computing
has no disadvantages. Like the other electronic systems,
it has several disadvantages such as the non-existence of
adequate guarantees to keep the personal data stored in
the cloud computing system. That makes such data vul-
nerable to exploitation and theft. The end user may also
face several problems which may not enable him enter in
the cloud computing system. As consequence he/she will
has no access to his/her data in many cases such as the
existence of a failure in the website or network. The arti-
cles of the cloud computing contracts, entered into by the
service provider and the end user may cover the provision
of the necessary protection for the end user’s rights. This
point is one of the most important issues highlighted in this
paper. In order to fulfill any cloud computing operations,
a contract agreement should made between the service
provider for sale on rent on one part and the party who
owns the data and information for participation and coo-
peration between certain parties under the agreement.

What makes the organization and concluding of this kind
of contracts difficult is that such contracts are made on
cyberspace environment where there is no adequate pro-
tection for the parties to this kind of contracts. That is due
to the fact that no national laws have been enacted yet to
regularize the various aspects of contracting in this en-
vironment. Therefore, this study will address the various

problems and issues faced upon concluding such con-
tracts and present the view of the law on this kind of con-
tracts in order to specify the accurate concept and nature
of the contracting relationship between the parties to the
cloud computing contracts. After that, all problems facing
the process of contracting through the cloud computing
will identified and the necessary suggestions will be made
to create an effective legal frame for this kind of digital
contracting.

What is the Cloud Computing Contract

The Cloud computing is modern technology designed to
transfer the processing and the relevant storing space to
the so-called “Cloud” which is a sever accessible via the
Internet. Thus, all IT software will be transferred from just
products to services (Sayed, 2013, p21). A then a ques-
tion arises about what are the kinds of such cloud com-
puting services, the advantages, and disadvantages of
handling the cloud computing?

The Clouds services are a set of services for provision by
the service provider of servers based on personal e-mails
fed from the storage capacity of such servers to save
and send the special files available in the e-mail. Thus,
the usage of such cloud services is based on the service
provider. In the same time, it is completely independent
of and separate from the user. It provides the necessary
tools to process and save the date on the network. That
enables the end user to have access the data and tech-
nologies from any device, whether computer, mobile or
smart tablet connected with the internet.

Technically, the services rendered by the cloud compu-
ting are not considered as new ones. However, it may be
used through the cloud computing to have access to such
services without the need to provide special infrastructu-
re for such services or run may computers and devices.
By the use of such services, the end users may dispense
of Host Contracts, Outsourcing contracts and the trade
licensing contracts for the utilization of software (Reed &
Angel, 2007).

The UAE legislator, in the Article No. 1 of the UAE Federal
law on Electronic Commerce and Transactions stipulates
the possibility of using the mechanisms and services of
cloud computing. It defines the what-so-called Information
technology as (An electronic, magnetic, optical, elec-
trochemical or other device used to process information
and perform logical and arithmetic operations or storage
functions, including any connected or directly related fa-
cility which enables the computer to store information or
communication).
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Accordingly, any service depending on the Information te-
chnology provided for under the above-mentioned Article
of the law, may fall within the cloud services including the
contracts of on-line storage for extension of the data-sto-
rage spaces and data storage processes of building in-
formation electronic website for displaying their products
for sale or an interactive site for on-line buying of goods.
Such transactions are performed with conclusion of a con-
tract and on-line payment by pressing the (I Agree) icon.
Same thing happens in the electronic contract templates
of which the cloud contracts are considered as an applied
example. Such ecommerce websites like Amazon, e-pay
and yahoo which provide the end users with cloud servi-
ces (Trabi, 2018, p. 3).

The Cloud services lie in the following three forms:

First Form: The Infra structure as a service which provides
the end user with processing, storage spaces, the net-
works connecting between the servers as the other resou-
rces of the software and control system (Peter & Timothye,
2011, p. 1).

Second Form: Software Platform Service which enables
the end user to access and use the Cloud Computing via
Languages program, Libraries service and other services
which represent a kind of necessary tools for taking ad-
vantage of the infrastructure (Peter & Timothye, 2011, p.

1),

Third Form: Software as a service provided by the servi-
ce provider to run and use the cloud computing (Peter &
Timothye, 2011, p. 1).

There are many kinds of cloud, however, the most impor-
tant four kinds are:

1. Private Cloud

It is the exclusive service that exclusively provided by
the service provider to an individual or private institution
even with the multitude of the users within such esta-
blishment like trade companies for example. Therefore,
access to such service will be allowed for its owners
only via either open or closed network. Such private
cloud may be provided by a host companies. In such
case, the owner of the private cloud shall have the right
to monitor and control the components of the cloud
infrastructures.

2. Community Clouds

Itis a feature by which the cloud may be used by a group
of end users such as public and private organizations
that do not form one unit but they are interconnected or
involved in certain project or business such as banks
interconnected with several money transfer agencies

like western union. In such case the cloud computing
is used through either closed network (Intranet) or semi-
closed network (Extranet). The community clouds repre-
sent one of the forms of the joint cooperation of between
a group of organizations with commmon interests for the
aim of achieving certain common goals such the secu-
rity of data on the clouds.

3. Public Cloud

It is a cloud intended for common use by the public. It
provides them with spaces at the applications and sys-
tems accessible by the end users of the network. This
kind of clouds is used, run and managed by govern-
ment, academic and commercial organizations and tra-
demark owners. Such cloud is located far from user’s
location. Such feature saves costs, time and efforts and
increases the profits (King, 2008).

4. Hybrid Cloud

The use of the Hybrid Cloud enables the individual end
users, the public and private organizations interact with
the public targeted by the Hybrid Cloud. In this kind of
clouds, some companies my obtain special space in
the public cloud of a large trade provider through which
the service provider may sell the services to other users
(Linthicum, 2011).

Regardless of the kind of services provided via the clouds,
however, all services are sharing a group of the following
features:

+ At-request self-service: The end user may automatica-
lly obtain computer resources without the intervention
of the seller.

» Broad Accessibility of the Network: The potential of in-
formation technology which may be accessed via stan-
dard mechanisms at any time or location are available.

» Flexibility of Design: The capabilities of the information
technology may be externally or internally extended or
decreased as per the requirements of the customers.
The feature enables the user to interact as per its requi-
rements for resources without any risk.

+ Metered Service: With this feature, the utilization of the
customer resources may be monitored and followed
up. On other words, the end user pays for what he/she
uses.

The Features of the Cloud Contracts and How to Subs-
tantiate Them:

The Features of the Cloud Contracts are important due
to the fact that such features determine their basic cha-
racteristics and legal effects and are similar to the other
contracts. Such features are:
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+ Cloud computing contract without physical presence
among its contracted parties:

» The cloud contract is featured with an autonomous
characteristic because such contract is made without
the existence of a physical presence among its con-
tracted parties or the need to meet at a contract cou-
ncil as the conclusion of the same is fulfilled through
electronic means

* Naming of the cloud contracts as remote contracts
does not only reflect the absence of spatial gathering
between the contracting parties, but it also describes
the electronic statue of such cloud contracts. The elec-
tronic communication means enable such communica-
tion occur in nature and permit the end user to request
and obtain cloud services outside his/her physical lo-
cation. Thus, this aspect should be taken into account
whenever any legal rules are applied on cloud con-
tracts (Trabi, 2018, p. 12).

+ The consensual nature of the cloud computing contract:

» The cloud contracts are consensual ones and originally
governed by the will of the contracted parties without
any regard for the legal formalities. For example, the
access of the user to the cloud computing may be de-
pendent upon the signature of a contract by the user
with the provider of such service. Similar to the electro-
nic storage websites which provide the end user with
space storage to save his/her personal files. In spite
the provider’s requirement that the user shall sign a
contract to access to the cloud computing, however,
such requirement does not prejudice the consensual
nature of the contract.

» Restrictions on freedom of will stated in cloud contacts
in particular and the contracts in general, does not
affect the consensual basis of the contract in any way
because the consensual nature of the contract specifi-
cally means that there is no need to remove out the ex-
pression of contractual will in particular form specified
by law as one the contract pillars. This description is
related to the validity of the contracts in terms of one of
is conditions and terms that is the Registration Clause.
However, the restrictions stated by the law on the agre-
ement clauses such as the oppressive conditions and
consumer protection, thy only arise upon the stage of
arranging the contract effects and not upon the forma-
tion of the contract (Trabi, 2018, p. 12).

The cloud computing contracts are adhesion ones:

» The providers of the cloud services provide their ser-
vices to the users via standard contracts, in most ca-
ses, concluded without any negotiation. In other ca-
ses, they may be preceded by negotiation. However,
mostly the cloud services are accessible by conclu-
ding a framework agreement under which the user has
no choice but to either accept or reject the provider’s

conditions. The user also has no right to negotiate such
terms. That makes them similar to the adhesion con-
tracts as acceptance in adhesion contracts is limed to
just conditions already prescribed by the offeror who
does not accept any discussion on the same.

Following are the conditions that make the cloud contracts
considered as adhesive ones:

+ The requirement to waive recourse to the courts to re-
solve the dispute, and obligation to refer any dispute
to the arbitration or determine the governing law the
competent court for the favor of the stronger party in
the contracting relationship.

» The requirement to waive recourse to the courts to re-
solve the dispute, and obligation to refer any dispute
to the arbitration.

« Granting the provider only the right to terminate the
contract for slightest reasons

+ Evading the liability for the technical defect and the
protection of the personal data. The original rule is that
the provider of the cloud service shall be fully respon-
sible for safety and integration of the cloud user’s per-
sonal data.

The original rule is that the Court’s role in contracts of
adhesion is limited to the interpretation and application
of the contract’'s terms and conditions with the reference
to the will of the parties. If we conclude that the cloud
contracts are not adhesive, the judge in such case shall
have no right to cancel or amend any terms or conditions
even the adhesive ones. However, if we consider them as
contracts of adhesion, the judge will be able to interfere
in the contract conditions and terms either by cancella-
tion or amendment for achieving the balance within the
contract. That provides the best protection for the Internet
user. As regards to the procedures required to be taken
upon drafting any cloud contract to guarantee the rights
of the parties, the on-line contract is defined as a contract
entered into by presents in terms of time and Absents in
terms of place. In the event that there is a long break in
time between the offer and acceptance, it shall be consi-
dered as a contract between absents in terms of both time
and place. In such case, the use of electronic signature, in
particular the digital one to prove the electronic contracts
is in consistent with evidentiary principles.

The electronic contract provides an adequate environment
for online contracting of cloud contracts. It enables the ser-
vice provider to clearly determine his/her obligations and
scope of responsibility for any fault or damage resulting
from contracting or due to the subject of the contracting
such as the faults and problems of the software. It also fa-
cilitates the prosecution by two parties for the comprehen-
sive rules determines as regards to rights and obligations.
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This on one hand and in the other hands, the procedures
for conclusion of electronic contract are considered as
entrusted ones. This aspect is emphasized by the Emirati
legislator in the UAE Federal Law No. (1) of 2006 On
Electronic Commerce and Transactions where the Clause
No. 11 stipulates that (1- For the purpose of contracting,
an offer or the acceptance of an offer may be expressed,
in whole or in part, by Electronic Communication 2- A con-
tract is not invalid or unenforceable solely by reason that
Electronic Communication was used in its formation Two:
Automated Electronic Transactions).

Under the Article (12), the legislator provides for that 1- A
contract may be formed by the interaction of Automated
Electronic Agents that include two or more Electronic
Information Systems preset and preprogrammed to carry
out these tasks. Such contract would be valid and enfor-
ceable even if no individual was directly involved in the
conclusion of the contract within such systems 2- A con-
tract may be formed between an Automated Electronic
Information System in the possession of a natural or legal
person and another natural person, where the latter knows
or has reason to know that the such a system will automa-
tically conclude or perform the contract.

We believe it is necessary to conclude a Preliminary
Agreement for contracting providing for legal clauses that
help to protect the user of the cloud services as consu-
mer. Such clauses shall ensure the provision of high qua-
lity services by providing him/her with a guarantee that
the consumer shall get the quality service agreed upon
under the contract. This agreement shall also include the
obligations of the service provider.

The suggested agreement shall also cover certain provi-
sions in connection with the security and confidentiality of
data and information. A clause may also be added about
the external auditing and who will responsible for task of
an acceptable by the service provider, in particular, in re-
lation to the sensitive data like the personal date. The cus-
tomer may be requested to continue to access the servers
exclusively found in the European Union and provide the
necessary control over such obligation.

As for how to prove the rights of the parties in the cloud
contracts, we believe that such proof may be provided in
form of written note document (original) to sub stantiate
certain legal acts. Whereas the electronic transactions
are based on contracting without paper documents, the
issue of substantiation may constitute an obstacle to their
development. Following are the conditions for acceptance
of the electronic written documents in evidence:

» The evidence shall be in writing whether electronic or
traditional writing. It is required that such writing shall

be sufficient to identify who write such document. The
literal or written evidence is the result of a series of let-
ters, numbers, any sign, or other symbol having dis-
cernible meaning regardless the means of its transmis-
sion or style.

+ The evidence shall be electronically signed in a way
that prove the indent of the person who signed such
document by devoting his will to abide by what he has
already signed.

The legal characterization of the Cloud Contracts

The importance of the legal characterization in the cloud
contracts lies in rooting and adapting such contract on
flexible and expressive legal frames covering all multiple
possibilities of the electronic transactions in line with legal
provisions.

The question which arises is that what is the legal cha-
racterization of the cloud contracts and what are the legal
consequences of such characterization?

At first, as regards to the reference to the cloud contracts
as “sale contracts”, we would like to point out that the sale
contract normally creates an obligation to transfer the
deed of anything or financial right against a price. It is
also not possible to classify the cloud contracts as sales
contracts for the consideration of the technical trade and
the specialty of service only. Additionally, the provider of
cloud services provides such service especially for the
account of the user. Furthermore, cloud services cannot
be deemed as goods but rather a service by nature and
cannot be sold in future.

We feel that the valid legal characterization of the cloud
services is that such contracts should be considered
as contract agreements. The cloud contract’s subject is
the service requested by the user and provided by the
service provider. The former needs such service for his/
her professional or personal work while the later specially
provides the same to the user. Thus, it is what allow us
to consider the cloud contract as a contract agreement.
The subject of the cloud contract is the service and the
parties are the service provider (the contractor) and the
end user (the employer). There is nothing to prevent con-
tracting from being an electronic service and the nature of
the contracting is not required to be material.

The UAE legislator defines the contract agreement as per
the Article No. 872 of the UAE Civil Code as (Contract for
work is one by virtue of which one of the parties under-
takes to do a piece of work in consideration of a remune-
ration which the other party undertakes to pay). The Article
No. 890 of the same law stipulates that: When an excuse
arises that prevents the execution of the contract, or the
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completion of its execution, any of the contracting par-
ties may ask for its rescission or termination, as the case
may be. The contract agreement is an obligation to do
something or to perform a work. Such definition is appli-
cable on the cloud services. This the contract agreement
is quietly in consistent with the nature of the cloud transac-
tions under which the service provider undertake to provi-
de certain electronic services to the user. Additionally, the
contract agreement may extend in terms of the subject,
to accommodate the modern kinds of services rendered
by the professional service provider to the user in a for-
mat of netting. This is one of the important feature of the
contract agreement which may accommodate the modern
legal transactions including the cloud contracts (Malaurie,
2004).

However, the classification of the cloud contracts as con-
tract agreement may face some obstacles and most im-
portantly is that the contract agreements are netting con-
tract and that is not in consistent with the nature of the
cloud contracts in many cases. In addition, the cloud user
sometimes, obtains the service free of charges while in
the contract agreement, the subject of the mutual com-
mitment in the contract agreement within a dual servi-
ce, requires that the same should be provided against a
consideration.

The above is confirmed by the French legislator under
Article |, paragraph (1), of Directive 98/34/EC as amen-
ded on 22 June 1998 which defines the digital service as
the service rendered by the provider against considera-
tion. Under paragraph 2 the service’ as defined as any
Information Society service, that is to say, any service nor-
mally provided for remuneration, at a distance, by electro-
nic means and at the individual request of a recipient of
any of the following services:

+ On-line service as digital service that enables the con-
sumers or the professionals to conclude a contract of
sale or on-line service from the website of the on-line
market or the website of the professional who deals
with the services offered on the on-line market.

* Internet Research Engine as digital service that enable
the users to search about the websites with specified
language after making an inquiry about any subject
with one main word or phrase. The engine displays se-
veral links relevant to the subject of the search from
which the required information may be found about the
subject.

+ Cloud Service: It is a digital service that provides ac-
cess to changeable and variable group of computers
resources which can be shared.

Under the above provision, the cloud service should be

provided against a consideration in order to be classified

as contract agreement. The lack of consideration elimi-
nates the classification of the cloud contract as a con-
tract agreement. The cloud contracts are not a part of the
consumer contract because under the latter contract the
consumer shall pay the consideration of service provided
from the other party. However, in the cloud contract the
service is provided free of charge and the consumer pay
nothing against such service.

We see that the failure to account of the characterization
of the cloud contract as a contract agreement commen-
surate with the nature of the cloud contact at the present
time. The service provider of the cloud service is mostly
a trade company or professional organization with its ser-
vice rendered to the consumers does not necessarily aim
at collecting a price against the same. However, it aims
at accessing to the personal date trade because the per-
sonal data of any consumer is considered as commer-
cial material of financial value. The trade companies or
the advertisers use such personal data to target the cloud
service users later with their targeted ads. For instance,
Facebook provides detailed about its cloud users such
as their interests, businesses and characters. Thus, they
become sortable by the advisers as per their purchasing
and consumption interests before being communicated
with through their electronic addresses.

The Legal Problems facing the conclusion of Cloud
Computing Contracts

There are many legal problems facing the process of con-
cluding cloud contract which shall be avoided upon dra-
fting any provisions of cloud contracts. For most among
these problems are:

The difficulty to identify where the cloud computing is
located:

The cloud computing is located in the place where data
and information are located. Legally, it is difficult to specify
a specific place for the cloud computing. In spite of the
fact that the servers contained the data bases are loca-
ted in specified places such as the data bases of Google
Company located in USA, however, the data stored in
such servers are shared between many various data sto-
rage centers beyond the geographical boundaries. That
raises difficulties in locating such data stored in cloud
systems as well as obstacles in specify the law and ju-
risdiction to solve any dispute arisen in connection with
such data due to the difficulty in locating the data bases
(Mowbray, 2009).

For instance, Amazon’s provider of the cloud services
allows its users to automatically store their data in speci-
fied clouds as per their geographical borders. However,
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the service providers at other cloud companies stipulate
the user’s consent shall be obtained the conversion of the
data from other clouds as per the difference in the geogra-
phical region. For example. Microsoft stipulates in their
cloud contracts that the personal data collected in their
clouds should be stored in USA or any other contrives in
which Microsoft has branches or data bases. Similar as
what happens when an electronic website or an e-malil
is launched an electronic safe is opened, the provider of
such service shall specify, in advance, the governing law
and the competent court in the contract.

Originally, the competent law governing the cloud con-
tract should be specified. The specification is subject to
the rules of the autonomy of will in respect of the selection
of the law applicable on the international contract or the
so-called “the law of will” (Al Abasiri, 2003, p.295).

In case the parties do not agree to the applicable law or
the jurisdiction, it can be resorted to the language of the
contract or making reference to the jurisdiction of a cou-
ntry or any other traditional rules stated in the contract as
per the rules of the international law in order to specify the
applicable law. Such determination shall be subject to the
judge’s discretion.

In the event that cloud computing deals are entered
into with direct exchange of offer and acceptance i.e. Al
Mo’atat (Fixed price sale mutual or reciprocal delivery) as
happens in the search engine of Google which normally
resorts to the presumed will of contracting from which the
judge assesses its determination of certain law applicable
to the contract. We are not talking here about implied will
because the existence of the implied will is confirmed and
it is shown up upon any dispute. However, the implied will
initially does not exist but it appears in common domicile
of the contracting parties and the place where the con-
tract is made. It should be noted that the common domici-
le is less efficient as mechanism of attribution in the cloud
contracts due to the dominant international nature in such
contracts (Trabi, 2018, p. 8).

The difficulty to identify the controller of the data stored in
cloud network:

One of the major problems of the cloud computing is iden-
tifying the controller of the data stored in cloud network
and how it can be differentiated from the Data Processor.
The difficulty here lies on the fact that the data and infor-
mation in the cloud computing are belonged to the user
however, they are stored in cloud data bases belonged
to the service provider and made available through its
software.

Here, a question arises about who is the controller of such
data, is it the user or the provider? The importance of the
answer to this question lies in determining who will be
held liable for the contents of the data stored in the cloud
data bases if such contents are not in conformity with the
law as well as who will bear the responsibility for leaking
of any information if that happens?

We believe that the cloud user is responsible for and con-
troller of the cloud data and not the service provider for
purpose of demining the responsibility for the cloud con-
tents. This belief may be justified by the fact that such
data and information are downloaded and uploaded by
the end user and eventually stored in the clouds belonged
to the service provider. The end user alone has the right to
change or remove such data. The role of the service pro-
vider is limited to the maintenance, processing, valuation
and management of the contents of the data available on
the cloud data bases.

For instance, the standard contract of YAHOO provides
for that the end user shall be held liable for its personal
data as well as any other information and data saved by
the user in the clouds as YAHOOQ's role is limited to the
processing of such data. Google won an important court
case in Australia when the country’s High Court ruled that
the Google did not violate fair trade law by allowing com-
panies to purchase AdWords containing their competitor’s
names. The High Court ruled unanimously in favor of
Google, overturning a previous ruling from the Federal
Court, which had ordered the company to set up a com-
pliance program to make sure paid ads on its search en-
gine are not misleading. The court recognized that such
case does not expose the company to any legal liability
even if such ads are considered as infringement by the
third party to another one on the basis of the fact that the
controller of the data published on Google clouds is the
end user who enter such data in the clouds. Accordingly,
the user shall be held liable of such data. Google as
search engine is just a data processor and it is not under
any obligation to assess the validity of the same (Musil,
2013).

The protection of the privacy and the safety of the perso-
nal data in the cloud computing:

One of the major concerns over the conclusions of cloud
contracts is the protection of the data of the user against
the loss, sabotage or the infringement of privacy. Logging
onto cloud computing requires that the user shall fill cer-
tain data predetermined by the service provider including
the user’s personal data, banking details as visa cards and
bank accounts. Such data may extend to cover the trade
secrets of the companies. The extent of the importance
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of such obligation increases with the increase in the im-
portance and value of data circulating on the internet and
those stored in clouds.

We see that it is the obligation of the provider to ensure the
safety, maintenance and the protection of these data aga-
inst any change or amendment by any third party by en-
suring that no unauthorized user shall access to the cloud
data not belonged to him/her. It is also the responsibility
of the provider to ensure the protection of the data upon
converting the same from /to other cloud computing. The
duty of the provider to maintain the data is an obligation of
due diligence and not of result. It is an obligation that lies
with the service nature. It is inconceivable a cloud service
based on private data may be provided without protection
of the same.

It is our opinion that the service provider shall do the ne-
cessary due diligence to ensure the confidentiality of the
data and information stored in the clouds and prevent any
unauthorized access or changes. We therefore, recom-
mend the following of the cloud service provider:

* The users should be obliged to accurately and clearly
specify their data and information stored in the clouds.

» The cloud service provider shall advise the cloud users
of the security, technical and legal requirements.

Based on the above presentation, we would like to recom-
mend providing the following regulating conditions in the
cloud service contracts:

« The cloud service provider shall introduce the users
to the available means which may be used by them to
restrict or limit the access to certain services.

+ The cloud service provider shall not be held liable for
the data stored in the clouds at the request of the ser-
vice user in the event that the service provider had no
prior knowledge of such unlawful activity or information.

» There are certain details should be made available in
the cloud service contract ascertain the truth of the
parties’ identification upon receiving any request for
withdrawal of any data from the cloud storage system.
Such required details include, without limitation, for the
natural person, the name, profession, address, natio-
nality and date of birth. However for the legal person,
the required details cover the name, the legal nature
of such legal person, the name of the legal represen-
tative of such person and the electronic and traditional
contact address.

« It should be stipulated that the service provider is not
obliged to arrange any control or monitoring of the data
and information stored or sent through the cloud appli-
cations. The provider also is not about to look for the
validity of the data stored in the clouds.

CONCLUSIONS

The cloud computing is an electronic service provided by
the service provider to the end user through several legal
transactions conducted via modern digital means featu-
red with fast and easy moving from the pre-contracting
stage to the post-contracting stage in a way which might
just appear to be as a mere communication, however, in
fact it is a legal contracting.

The cloud contracts have several advantages which make
such contracts featured with a range of characteristics
and different in nature to the other electronic contracts.
Based on the above facts we have reached a set of con-
clusions and recommendation which can be summarized
as follows: The cloud contracts are consensual ones as
there is no difference between the consent capacity and
the adhesion capacity in the cloud contracts. And, the
cloud contracts have no special legal regulation. So such
contracts are applied and governed under the general
contracting rules in the Civil Transactions Law as per the
capacities of the contracting parties, although the spe-
cial rules of the electronic transaction law may be also
applicable on the same. The accurate classification of the
cloud contracts is that they should be considered as con-
tracting contracts and not sale contracts.
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